Getting Started with ThreatModeler

Getting Started with ThreatModeler™ - A Step-by-Step Guide to Securing
your Applications.

ThreatModeler simplifies the traditional manual process of threat modeling and automates the work to
a greater degree. The major advantage of ThreatModeler™ over the traditional threat modeling process
is its usability and little or no security knowledge required to create threat models. The entire process is
more straightforward as compared to any other Threat Modeling tool. ThreatModeler™ allows users to
capture the entire flow of the application, and define certain properties based on which it automatically
generates threats and classifies them under various risk categories. ThreatModeler™ not only
streamlines and automates the entire threat modeling process by reducing the manual work but it also
incorporates abuse case modeling, to generate more targeted threats to individual functionality and
associates mitigation steps along with it. Updating a threat model with ThreatModeler™ is a matter of
minutes. ThreatModeler™ can be used by Architects, Developers, Security Professionals, QA
professionals or senior executives.

ThreatModeler™ allows users to capture the entire flow of the application, and define certain properties
based on which it automatically generates threats and classifies them under various risk categories. It’s
simple to use navigation wizard help users to enter the required information they will need to get
started with their application and build a threat profile of the application. ThreatModeler™ brings a
mind mapping approach to threat modeling, allowing the user to decompose the application just like
they do it on the white board but at the same time provide features that a white board cannot. User can
define the communication channel (protocols) between different components; assign data elements and
technical controls (like Form, URL, Cookie, Session, etc) to these components.

Once a user has completed the component diagram, ThreatModeler™ with its intelligent threat engine,
(ThreatSense) automatically identifies threats based on the information provided and automatically
prioritizes them based on risk.

This document will guide you through the steps on using ThreatModeler™ to create a threat model and
analyze threats to your application. We have also provided help on every step of the way within the tool
with information to guide you through each specific screen with a help button or you could browse
through the entire help file by opening it from the menu.

© 2011 MyAppSecurity

50 Harrison St, STE 211D

Hoboken, NJ 07030

201-632-3624 Page 1



Getting Started with ThreatModeler

Table of Contents
Getting Started with ThreatModeler™ - A Step-by-Step Guide to Securing your Applications.. 1

= o [ L (T PO PP P U PP PP PR 4
101 1 1 d o] o H T OO PP PP PPPPPPPPPP 4
Creating @ NeW Threat MOGEL: .. .... e e s 6
Threat MOdel DELAIIS: ...cccciiiieiieeeee ettt ettt e e e e e s st e et e e e e s s sssabbbaeeeaeesssnanes 6
DY I o 1T =T o1 TP PP PO PPPPPPPPPPPRNt 7
Security Assessment Checklist: ... 8
WHItEDOAI: ..ot e e e e e s e s ae e s 8

F 1 - [ol QN =TT P PP P PP PR OPRPPP 14
Threat Management CONSOIE: ..., 15
0=T oo ] o £ TP PO PTUPPPPTRTPPRt 16
CUSTOMIZATION: Lutiiiiiiiiiiiiiiiiiii s 17
MaNAge THIEAt LIDIary.... ... ueeeiiiiiiiii s 18
ManNage MitiGatioN STEPS ...cvueiiiiiiie ittt e et s e eee e s e eeae s e eeaanseaaaaseaeananeaes 19
Manage QUESTION LIDIary ... ...u i aan 20
Manage TeChNICAl CONTIOIS: ... .. uuueeiieiiiii s 21
MaNage Data ElEmMENTS: .. ..u it aan 23
MANAEE PrOtOCOIS: .. uuuuiiuiiiiiiiiiiititt s 24

Y ETaE T=d= N O] aq] o To] aT=T o] K- SO PR PPTPRRPRE 25
IMIANAEZE RUIES: ...uvviiiiiiiiiiiiitiiiitttt et nnnannnn 27

Y Fo Y QT =T o =Y 3 28
Figure 1 4
Figure 2 5
Figure 3 6
Figure 4 7
Figure 5 8
Figure 6 9

© 2011 MyAppSecurity

50 Harrison St, STE 211D

Hoboken, NJ 07030

201-632-3624 Page 2



Getting Started with ThreatModeler

Figure 7 10
Figure 8 10
Figure 9 12
Figure 10 13
Figure 11 14
Figure 12 15
Figure 13 16
Figure 14 18
Figure 15 19
Figure 16 20
Figure 17 21
Figure 18 22
Figure 19 23
Figure 20 24
Figure 21 25
Figure 22 26
Figure 23 27
Figure 24 28

© 2011 MyAppSecurity

50 Harrison St, STE 211D

Hoboken, NJ 07030

201-632-3624 Page 3



Getting Started with ThreatModeler

Prerequisites:
e Microsoft Windows:
o XP

o Vista (32-bit and 64-bit)
o Windows 7 (32-bit and 64-bit)
e NET Framework 3.5/4.0

Installation:
After downloading the installer from www.myappsecurity.com you will receive an email containing the
license key. Please check your spam folder in case you do not receive it.

After installing you will be prompted to enter the license key as seen in Figure 1.

45 License >

® Identify * Classify * Prioritize * Mitigate

.¢3 ‘ThreatModeler

Enter Serial Mumber

Continuwe Evaluation || Validate Serial Mumber | Purchase License || Exit

Figure 1

1. Pastein the license key you have received in the email
2. Click Validate Serial Number
3. Continue Your Evaluation

Every subsequent time you run ThreatModeler™, the license screen will pop up and you can click on
‘Continue Evaluation’ to continue evaluating the product. When you are ready to purchase, you can buy
a license key from MyAppSecurity (sales@myappsecurity.com). After you paste in a purchased license

key, the License Screen will not show up.
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With a valid license entered, you will then reach the Threat Models window as seen in Figure 2.

N Select an existing Threat Model to view (Double-click to open if)
| Select All| % Delete |[4] Add
Select | Edit Project Name Application Name Category
[RT i W W
(1} |:| #* | Cool Car Company 1.0 Cool Car Company E-Commerce

Figure 2

This page displays all the existing threat models. By default, MyAppSecurity have provided you a sample
threat model of an e-commerce application ‘Cool Car Company’. If you have created and saved threat
models, they will appear on this page. The user can access these threat models by

e Double-clicking the Threat Model name OR
e (Create a new threat model by
o Clicking on the Add Button OR
o File -> New Threat Model through the menu.
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Creating a New Threat Model:

e To create a threat model, click on the Add button or through the menu File -> New Threat
Model.

e This will show the ‘Create Threat Model Wizard’ with the following screens:
o Threat Model Details:
o Data Elements:
o Security Assessment Checklist:

Threat Model Details:
At the first screen of the Wizard — Threat Model Details - the user provides general information about
the threat model. These include:
e The name of the threat model.
e The application for which the threat model is created.
e Application Category - Select the category your application would be categorized under.
Examples include e-commerce, healthcare, finance etc.
e Risk Classification - This is the risk classification of your application based on impact to your
business. Currently the Risk Classification options are: Very High, High, Medium, Very Low and
Low and are based on MITRE’s CAPEC classification. This will help an organization plan their risk
management and prioritize threat mitigation strategies.

The following Figure 3Error! Reference source not found. is a screenshot of the Threat Model details
window.

-

~
#: Create a new Threat Model . ﬂlﬁ
@ Create New Threat Model
Threat Model Name: Cool Car Company 1.0
Application Name: Cool Car Company
Application Category: E-Commerce e
Risk: High -
.. i)
\,;,J Help Next > Cancel
Figure 3
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Data Elements:

The application stores and transmits various data elements through various functional components.
ThreatModeler™ requires you to select the data elements to be used in the application. The data
elements selected represent the data to be processed by various components and widgets of the
application you are building a threat model for.

ThreatModeler™ provides a predefined list of data elements along with their classification. The data
classification categories are:

e Public — Publicly available data, No access restrictions and no encryption required in the
database

e Restricted — Access is restricted but not sensitive enough to require encryption in the database

e Confidential — Highly sensitive data which is access restricted and requires encryption in the
database.

The user should select data elements to be used in the entire application. If the user does not find a data
element in the list provided, he can add a data element(s) by clicking Admin -> Manage Data Elements.

These data elements are to be associated with components in a web application and have a direct
bearing on the threats generated by ThreatModeler™, so ensure that the necessary data elements have
been selected.

Figure 4 is a screenshot of the data elements page.

AEE.'-‘ Create a new Threat Model . L = &r
a i@ Select Data Elements that will be used in the application.
Select Name Data Classification
[=RTg W
1] Mame Public
Address Public
Phone Public
Email Public
[0 D/LMumber Restricted
O ssn Confidential
Credit Card Number + CVV Confidential
User Name Public
Password Confidential
Secret Question/Answer Confidential
O e Confidential
Product Information Public
Billing Address Restricted |z
@ Help Mext > ‘Cancel

Figure 4
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Security Assessment Checklist:

The user can assess the security controls and standards put in place using the comprehensive checklist
provided by ThreatModeler™ at this stage. The checklist is comprehensive question lists to assess the
strength of security control within the application.

The checklist is divided in various categories such as Authorization, Authentication, Input Validation,
Database Management, Encryption, etc. to make it easier for the user to evaluate their security.

The checklist can be completely customized based on the organization standards.

If the user wants to enter a custom category or checklist according to their organization’s requirements,
click on Admin -> Manage Questions.

This security checklist is a reference for security professionals and auditors to verify the controls for the
assessment. You can come back later to modify the answers to this checklist.

Figure 5 is a screenshot of this screen. The user will then be directed a screen which summarizes the
details

{7 Create a new Threat Model - uﬂlﬂ—hj

a i Answer questions in each categories to define your application security profile.

Questions

Path Traversal Are you segregating the authentication logic from the requested
resource?

O

MA
[l
. . Are you using standard, tested authentication services? =
Error Handling and Logging Y g . O O |-
Is Authentication required for all pages and resources except the ones D D
designated as publicT
Cemmunication Controls Are Authentication controls enforced on a trusted system? (| |
Are you using a centralized authentication cantral? | |
Database Security Should the authentication control fail, is it failing securely? |:| |:|
Are stored credentials stored in the form of strong one way salted |:| D
hashes?
File Management Is the storage table/file writeable only by the application? (| |
Is validation of authentication data taking place only after completion of D D
all data input?
Memory Management I , - .
Are your Authentication Failure responses generic without giving D D
information on which part of authentication was incorrect?
General / Miscellanecus For connections to external systems that invalve sensitive information ar |:| D
functions, are you using authentication?
- Are you using POST reguests for transmitting credentials to the server? |:| |:| o
k Are v sendinn imnnrtant credentials such as a nassward over — — |L
Cancel

@ Help [ Scroll Strip Right -

Figure 5

Whiteboard:
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Figure 6 is a screenshot of the Whiteboard on which the Threat Model is designed. The Whiteboard is a
simple drag-and-drop diagramming interface. The user creates a high level architecture of the
application by using various components and interconnecting them by arrows which represent the
communication protocol between them.

e To the left of the screen is the Component Palette. The various icons in the Palette are the
components that are applicable to an application. The user can drag a component onto the
whiteboard from this palette. Figure 7 is a screenshot of the palette.
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o A default list of components is provided but the user can add icons to represent components of
their business domain by clicking Admin -> Manage Components.
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Componsnt

e To the right of the palette is the Whiteboard which is used for your diagramming purposes.

2%

Figure 8

Figure 8 shows the various options in the taskbar. They have been numbered and their functionality has

been briefly explained below.

Eal A

model.
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Delete Selected — Select the components you want to delete
Clear Whiteboard — This clears the entire whiteboard
Save as Image — This saves your diagram as an image

Screen Adjustments — User can zoom in and out as well as see an overview of the entire threat
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5. Add Comment — User can add comments. When you click this a comment box will pop up on the
screen and this can be dragged around the Whiteboard.

6. View Drop-down menu — User can choose to view the threat model on the basis of threats, data
orinits entirety.

a. Data View — When you select Data View, a window will pop up with the data elements
selected for the application. Select data elements from the list and the threat model will
display all the components that access and process that data.

b. Threat View — When you select Threat View, a window will pop up with the possible
threats to the entire application. Select threats from the list displayed and the threat
model will show you the components vulnerable to those threats.

¢. Functional View — This is the view of the entire threat model i.e. the way you designed
it.

e The Edit option in the main menu bar allows the user to make changes to the Threat Model
settings for Threat Model properties, data elements and answers to questions in the security
checklists. The changes made here will be reflected through the entire threat model. Data
elements used by a component cannot be deselected.

e Once several components are placed on the whiteboard, they can be linked to each other by
placing the mouse over a component to get the hand pointer and generating an arrow link to

the other components.
e The user has the option to view components based on data elements processed by the

component or by threats to a particular component.
e Right-click a component to access its properties and to view Attack Trees
e Right-click the interconnecting arrows to change the communication protocol.
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Component Properties:
Double-Click a component on the whiteboard. A window opens with the following tabs that define the
properties of the component:

e Data Elements — These are the data elements that are accessed by the component.

e Roles — These are the different roles for the application. A role defines what type of user can
access the component. User can associate roles with components. You can add a role by clicking
Admin -> Manage Roles.

e Technical Controls (Widgets) — These are various data processing widgets or means by which the
application accepts data and /or maintains state.

e Rules (Security requirements) — These are security requirements for a particular component
which should be implemented to mitigate threats.

e Notes — One can use this feature for specific notes and this feature helps in collaboration and
information sharing.

Figure 9 shows a component’s properties screen.

%% Properties - Registration 1 o EOER

Data Elements F:ili\vxS Technical Cantrals Rules Motes

Selact Roles Selected Rales:
D 1 |sales
[0  Marketing
[0 Registered User

Threat Summary
Total Threats: 0, Open Threats: 0 Save Save And Close Cancel

Figure 9

e Once the user clicks ‘Save’, the total number of threats and the open threats to the component
are updated. User can view the threats by clicking the ‘View Threats’ button.

e The user views these by clicking the View Threats button. Figure 10 demonstrates this
functionality.

e The status of the threats are:

© 2011 MyAppSecurity

50 Harrison St, STE 211D

Hoboken, NJ 07030

201-632-3624 Page 12



Getting Started with ThreatModeler

‘Open’ — Threat has been identified and no security controls in place

‘Fixed’ — Secure coding guidelines and controls have been put in place and verified.

‘Need more details’ — The threat description, secure coding guidelines and controls

needed might seem ambiguous or not informative enough to proceed.

e On double-clicking a threat, subsequent security guidelines and vulnerability mitigation steps

will be displayed.

e Based on whether the user has implemented these secure coding steps, he can make the

change to the status or if he requires more details, can change the status appropriately.

2 View Threats - Login
Change status of selected threats to:  |Open

Select Threat Name
Overflow Buffers

Cross Site Scripting through Log Files

Cross Site Tracing

Authentication Abuse

Authentication Bypass

Buffer Attacks

Relative Path Traversal

Client-side Injection-induced Buffer Qverflow
Sniffing Attacks

Dictionary-based Password Attack

Lifting Sensitive Data from the Client

Session Credential Falsification through Forging
Inducing Account Lockout

Session Credential Falsification through Manipulation
Cross-5ite Scripting Using Flash

Sodial Information Gathering via Research

ljgooooooooooooooono

Information Gathering from Traditional Sources

*Mote: Double-click a threat to view its mitigation steps

Change Status

Risk

Very High
High
Very High
Medium
Medium
Medium
Medium
High
Medium
High
Medium
Medium
Medium
Medium
Medium
Law

Low

Open
Open
Open
Open
Open
Open
Open
Open
Open
Open
Open
Open
Open
Open
Open
Open
Open

Status

Comments (Double-click to view history] | Comments |;|

Add
Add
Add
Add
Add
Add
Add
Add
Add
Add
Add
Add
Add
Add
Add
Add
Add

Figure 10
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Attack Trees:

Right-click a component and choose the attack tree option. You will see an attack tree automatically
created for you which will help you analyze the threats and plan mitigationsteps to protect against those
threats. Threat Modeler ships with attack trees for authentication module and new attack trees will be
added on a periodic basis. Figure 11 depicts an Attack Tree generated for the Registration component.

Arrange Layout

Registration
I,\\) ¥ ¥ v ¥
Restrict Implement Set Questions Encrypt Secret
Caching on Registration that require Answer in the
v v ¥ ¥ v
Lifting cached. Subversion of Cross Site Authentication | Encryption
sensitive data authorization Request Bypass Brute Forcing
¥ v ¥
Token based Authenticate Use
ACL request to

established
Figure 11

The attack tree is represented with the component as the root node followed by rules and security
requirements at the next level. Level 3 are the threats associated with the component and finally the
leaves of the attack tree are secure coding guidelines which complement the rules of level 2.
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Threat Management Console:

As seen in Figure 12, after having created the threat model, the user can analyze threats associated with
each component in the architecture. The status is indicated by:

e Open—Threat is currently open with no security controls and mitigation steps applied.

e Mitigated — Secure coding principles have been followed and security testing has validated that

threat has been mitigated.

o Accepted — Threat has been identified and verified but business and technical impact are low

enough to accept the risk.

e Not Applicable — This is a scenario where a specific threat might not be applicable to your

business domain.

There is also provision to add in comments. With a timestamp added for each comment, it helps
maintain a history of comments for archival purposes and helps in the collaborative effort among

several development teams across several applications.

The user can view the threats to each component or group by the type of threat. The ‘Component’ view
displays threats by their association to each individual component. In ‘Threat’ view, the threats to the
application are displayed and in a drop down is a listing of all components vulnerable to those threats.

4% Threat Management

Change status of selected threats to:  |Open

Select Threat

v Component: email

v Component: Login

4 Component: ReviewTransfers

13 |:| Cross-Site Scripting in Error Pages

|:| Cross Site Scripting through Log Files
[  Cross-Site Scripting in Attributes
| Cross-5ite Scripting with Masking through Invalid Ch.
|:| Cross Site Request Forgery (aka Session Riding)

v Component: Transfer Funds

&= v 7

Risk

Medium
High

Medium
Medium

Very High

-

Open
Open
Open
Open
Cpen

Change Status

Status

Comment

This is a high severity issue.

The mitigation steps are not properl..

Change view to:

Add/Edit
Add/Edit
Add/Edit
Add/Edit
Add/Edit

Component View

Comments

Figure 12
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Reports:

ThreatModeler™ generates a comprehensive risk report which includes

e The Top Ten threats to your application
e Statistical details based on risk rating and threat count
e Graphical display in the form of graphs and charts.

It further

e Breaks down the data element mapping to components
e Enumerates the number of threats to each component.

Finally it

e Enumerates the threats with risk rating details and references to learn more about the threats

Lists their current status within the application in terms of whether they are Open, Fixed,
Mitigated or Not Applicable.

|: vulnerability |

@ vYulnerability

[ ] T e

Very High High Medium Low  Very Low

Figure 13
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Customization:

In addition to the comprehensive threat library provided, ThreatModeler™ is a framework which can be
completely customized. The user is presented with administrative features by clicking the Admin menu
option. The user can perform the following tasks:
e Manage Threats
Manage Mitigation Steps
Manage Question Library
Manage Technical Controls
Manage Data Elements
Manage Protocols
Manage Components
Manage Rules
Manage Roles

Below is a quick guide to using the Admin Features:

© 2011 MyAppSecurity

50 Harrison St, STE 211D

Hoboken, NJ 07030

201-632-3624 Page 17



Getting Started with ThreatModeler

Manage Threat Library

The user can view all the threats provided by ThreatModeler™ from the MITRE’s CAPEC library, WASC
Threat Classification, OWASP as well as user defined threats.

You can edit a threat by double-clicking it in the grid. This will open a separate window where a user can
modify threat description, CAPEC ID, and associate mitigation steps and description notes to it. The user
can also make changes to the default risk classification and add URLs that link to additional resources
that detail the threat. Similarly if the user chooses to add a custom threat to the library, he/she can do
so by clicking the Add New button and the same screen will pop up. This screen is as in Figure 14

-

4 Manage Threats o =R
‘ Select All | Delete |[] Add New )@Help
|| elect] dit] Nafe | Risk | Reference | CAPECID | View Description [~
By Cantains: % Contains: % Contains: ¥ Cont.. ¥ =

b O [ ] Abuse oftransaction data strutcture High 257 [ViewDescription |

b D [Z| Accessing Functionality Mot Properly Constrained by ACLs High 1 W|

b D [Z| Accessing, Modifying or Executing Executable Files Very High 17 W|

b O [ '] Acessing/Mtercepting/Moditying HTTP Cookies High 31 [ViewDescription |

v O [#] Adionspooting Very High 173 |ViewDescription |

b O[] Actve 05 Fingerprinting Low 312 [ViewDescription |

b [ [#] Analog Inband Switching Signals (aka Blue Boxing) Very High 5 (View Description |

b O[] anaytic Attacks Medium 281 [ViewDescription |

b O[] AP abuse/Misuse Medium 13 [ViewDescription |

b O [ ] Application ARt Button Hijacking Medium 38 [ViewDescription |

b D [Z| Application AP Message Manipulation via Man-in-the-Middle Low 384 W|

v O [Z| Application API Navigation Remapping Medium 386 (View Description |

v O [#] Argument nection High 6 (View Description |

v O [ '] Attack through Shared Data Medium 124 [ViewDescription |

v O [#] Audit Log Manipuiation Medium 28 [ViewDescription |

v O [#] Authentication Abuse Medium 14 |ViewDescription |
b O[] Authentication Bypass Medium 115 WE

Figure 14
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Manage Mitigation Steps

The user is presented with the existing list of mitigation steps. These can be edited. The user can also
add new mitigation steps by a simple text box at the top of the screen. These mitigation steps help an
organization promote their secure coding standards and guidelines to their development teams. The
screen is as in Figure 15.

-

'ihl%‘lanage Mitigations = =R
v Select Al Delete |4 Add New (@ Help
Select| Edit Mame (<]
[Eir v
p [ | #| Host Specific Token

4 [ | #] secure coding using the XMLHttpRequest

Description
Service provider should not use the XMLHttpRequest method to create a local proxy for content from other sites, because the
client will not be able to discern what content comes from which host.
b [ | & Apply Patches
b [ | Disable HTTP TRACE
b [ | £ Sanitize input to logs
|[) | 4 I ] I # | HTML Encoding for Logs

Description
Use proper HTML autput encoding techniques to strip the log data of potentially dangerous scripting characters before
displaying it inthe administrative console
# | Disable Script Execution
#" | Understand Data Context
& | Filtering potential OS5 commands
#" | Disable default database functionality
2" | Validate data from the database
" | Restrict Privileges over terminals

ooooonO

T T S S (3 . S T S

Figure 15
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Manage Question Library:

The user can edit or add new questions to the Security Assessment Checklist section from here. The
user is advised in the option of creating a new question to frame the question in such a way that by
answering yes to the question, the threats will be mitigated. The categories are arranged according to
various aspects of implementing security controls and best practices such as Authentication,
Authorization, Encryption etc. This makes it easier to evaluate the security of the application and verify
compliance to policy. The user can completely customize this checklist and add their own categories as
well. The Manage Questions screen is as shown in Figure 16.

¥ Manage Questions — [= &3

| Select All|X Delete |[£] Add Mew Question | Add Mew Category -@IHelp
Select| Eit Design Review Category
& v
B |L O | #* | Authentication
b [ | # | Authorization
b [ | # | Encryption
b [ | & Session Management
b [ | #| Input Validation / Output Encoding
b [ | # | PathTraversal
b [ | # | Error Handling and Logging
b [ | # | Communication Contrals
b [ | & Database Security
b [ | # File Management
b [ | & Memory Management
b [ | # | General / Miscellaneous
Figure 16
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Manage Technical Controls:

Technical controls are widgets commonly used across web applications to collect or return information
to the user after it is processed at the server. It also helps server keep state information of clients. In
ThreatModeler™ we have provided some of the commonly used technical controls and the user can add
their own as well. These Technical Controls have to further be mapped to a backend and threats. For
example, a form taking user input can be mapped to a database and SQL Injection, Persistent Cross-site
Scripting, and Blind SQL Injection are the corresponding threats mapped to it.

2 Manage Technical Contrals — [=1 3
| Select All| 7 Delete  |[+] Add Mew -@lHeIp
Select | Edit Add Threats ControlName =
[ T
D |L A || # ||add Threats Farm
b [ |+ | |Add Threats URL
b [ |« | |Add Threats Cookie
b [ | | Add Threats PDF
b [0 | # ||/Add Threats Email L |
b [0 | # | Add Threats Flash
b [0 | # | Add Threats Session
» [ |« | Add Threats File Upload
b [ |+ | |Add Threats CAPTCHA
b [ |« | |Add Threats Mutual Exclusion
b [ | | Add Threats Mutual Exclusion
b [0 | # ||/Add Threats Search
b [0 | # | Add Threats Export |T|
Figure 17
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4% Add Technical Control Threats £3
Technical Contral: Farm
Backend: Mane -

Associated Threats: Select Mame

lsqll %7
Command Line Execution through SQL Injection
SQL Injection through SOAP Parameter Tampering
Fuzzing for garnering (through web or log) other adjacent user/sensitive data as an authorized syste..

SQL Injection

I o

Blind SQL Injection

'@'HHD Cancel Save And Close Save And Add

Figure 18
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Getting Started with ThreatModeler

Manage Data Elements:

At this screen, the user can add data elements which will be processed by the web application.

Associated with a data element is a classification category which is mapped internally to threats. This

helps the user gauge the risk to data when performing a threat analysis after the threat model has been

created. The user may also add custom data elements and assign a data classification category to them.
A bulk upload is possible as well by adding a CSV file with two columns, the first being the name of the
Data Element and the second being the classification of the data according to its sensitivity i.e Public,
Restricted or Confidential. Default classification will be set to public if not specified in the CSV file.

'il'kl\-'lanage Diata Elements - = 3
| Select All|X Delete | Add New @ Help
Select | Edit MName Classification =)
@ v
B O | #|Name Public
O | # | Address Public
O | # | Phone Public
O | # | Email Public
O | # | DL Number Restricted
O # | 55N Confidential
[ | # | Credit Card Number = CVW Confidential
O | # | UserMame Public —
O | # | Password Confidential
O | # | secret Question/Answer Confidential
D | FIN Confidential
O | # | Product Infarmation Public
[ | # | EBilling Address Restricted
O | # | Shipping Address Restricted
O | # | Product Price Public
O | # | Review Comment Public
O | # | Account Mumber Restricted
O | #° | Bank Routing Mumber Confidential
O | # | Medical Record Confidential |T|
Figure 19
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Getting Started with ThreatModeler

Manage Protocols:

The user can add communication protocols which are to be used in the Threat Modeling whiteboard and
associate a color with it. The protocol is represented as an arrow linking one component to another and
represents the logical process flow. This is useful in evaluating the security of communication between
components especially when sensitive data is being transmitted. The screenshot is as in Figure 20

% Manage Protocols = [E 3
| Select All[X Delete 4] Add Mew @) Help
Select Protocol Colar
= 5 W
| D | | |H'I'I'P Blue
O HTTRS Red
O P Lime
[0 rop #FFO0B0
O 42 Add Mew Protocol £
0 s
O
MName: Il |
O
([ Color Choose Color
O
Cancel Save And Close Save And Add
Figure 20
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Getting Started with ThreatModeler

Manage Components:

Components are denoted by icons (with an ideal resolution of 32x32 px). The Admin has to add
components by selecting images and assigning Rules to these. This in turn automatically generates an
Attack Tree. The layout of this Attack Tree can be edited from the Manage Components screen. Figure 21
shows the Manage Component screen. Figure 22 is a screenshot of the Add / Edit screen for a component
and the block to assign rules to it. The user can upload multiple components at a time via the Bulk
Upload button as seen in Figure 22. Mapping these components to rules and security requirements is a
feature which helps you scale across all your applications. For example if you have multiple applications
that require a ‘Login’ component, by mapping your component with your company, regulatory
compliance and industry standard requirements for authentication, you have ensured that these
requirements are promoted through all your applications by this feature. For a visual approach, click
Edit under the Threat Patterns column, right-click the component name and click ‘Add Rules’. In this way
you can create attack trees making it easy for an architect with little or no security knowledge to ensure
maximum coverage of company security requirements.

lE'.'."-‘ Manage Components = [=] EZ
| Select All|X Delete -l_—] Add New Banking v Change selected category -@-Help
Select | Edit MName Category Image Threat Patterns Threat Patterns | = |
| v v i

3 | 4" | Delivery Banking () View Edit

3 | #" | Registration Banking 5| View Edit

b [ | & AddProduct E-Cammerce * View Edit

b [0 | #| Add To wishlist E-Cammerce i View Edit

B[O |# | Add Review E-Cammerce View Edit

b | #" | Change Password E-Commerce View Edit

b [ | #| Confirmation E-Cammerce + View Edit

b [ | & ContactUs E-Cammerce 2 View Edit

3 [ # | Add to Cart E-Commerce e View Edit

3 O & | Delete Wishlist E-Commerce W View Edit

] | #" | Edit Wishlist E-Commerce v/ View Edit

b [ |# Home E-Cammerce = View Edit

B e» O | &) Legin E-Commerce e View Edit

b | # | Logout E-Commerce ] View Edit
b [ | & | MyProducs E-Commerce == View Edit =

Figure 21
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Getting Started with ThreatModeler

[

4% Add Mew Companent £3
|
MName: |
Classification: Banking -
Upload animage: Browse [*Max file size is 1ME)
—
Assign Rules: Select Rules
(=7 v
‘ (1 | |:| |Amount should be less than the maximum limit and greater than 0. bank account has to be greater than 0.
[0 Useoutof band communication to prevent Man inthe middle attacks
|:| Implement Captcha or a challenge guestion
|:| Implement Token or captcha
[0 Account Lockout has to be 3 unsuccessful attempts
Bulk Upload Cancel Save And Close Save And Add

Figure 22
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Getting Started with ThreatModeler

Manage Rules:

Rules are the various Security Requirements that should be implemented in the web application’s
architecture as part of security best practices to minimize known threats and to alleviate damages that
can be cause by script kiddies and automated scripts. Failure to implement these rules as part of
development or deployment can lead to several gaping vulnerabilities which can be exploited. These
threats are displayed in the Threat Management console where the user decides on mitigating them.

4% Manage Rules o = £

o] Select All| Delete 4] Add Mew

Select | Edit Rule Description

=7  ||g
|:| Amount should be l2ss than the maximum limit and greater than 0. bank account has to be greater than 0.
Use out of band communication to prevent Man in the middle attacks
Implement Captcha or a challenge question

-@IHEIp

o1 >
5

4
4

Implement Token ar captcha I

ooono
N %) 8 S,

Account Lockout has to be 3 unsuccessful attempts

Figure 23
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Getting Started with ThreatModeler

Manage Roles:

These are roles that are defined by the Organization’s hierarchy. If a Role-Based Access Control policy is

being implemented, this feature makes it simple for the developer to implement various policy
requirements within the code.

4% Manage Roles — = £
o] Select All|X Delete |4 Add Mew

It}lHeIp
Select | Edit Rale

B v
b Iﬁl # | Sales

O | # | Marketing

[0 | & | Registered User

Figure 24
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