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Introduction

Anurag “Archie” Agarwal, CISSP
— Founder MyAppSecurity

— Ex-Director - Education Services, WhiteHat Security
— 17 years of experience (Cisco, Citigroup, HSBC Bank, etc)

— Active in WASC and OWASP

— Published several articles on Secure
Coding and SDL

— Project Leader — OWASP Threat Modeling Methodology
— http://myappsecurity.blogspot.com
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 ThreatModeler — Threat Modeling Redefined
* Services

— Threat Modeling

— Secure Architecture Review

— Vulnerability Management

— Training
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The Changing Threat Landscape

 The threat landscape has changed dramatically in the last 10 years
— Attackers are financially motivated (e.g. theft of credit card numbers for use
or sale, fraud)
— New actors are part of organized crime, corporate spies and cyber-terrorist
groups
— Threats are targeting businesses and where the money is

Threats Becoming Increasingly Difficult to Detect and Mitigate
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Threat Severity
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Approaches to Threat Modeling

ENCRYPTION
Ker STore

MosiLE WEeB SERVER /
APPLICATION APPLICATION SERVER
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Asset-Centric Methodology

* |dentify how an asset can be compromised

* No specific methodology

* Represented as an
Attack Tree
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Attacker-Centric Methodology

 Build Attacker Profile

— Skillset
— Motivation
— Attacker Types

* |dentify Attack Paths

— System Vulnerabilities

HACKERS

THEIR CRIME 1S CURIOSITY

— Network Vulnerabilities
— Social Engineering
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System-Centric Methodology

* Has to be addressed in all approaches

 Web/Mobile applications are already being
targeted heavily

* Applications provide access to your assets
with an implicit trust

* Applications are
the weakest link
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Microsoft Threat Modeling

 Based on MS model of STRIDE/DREAD
* Not as effective outside of Windows platform
* Requires high level of subject matter

expertise

* Time Consuming, Resource

Intensive and Costly
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PASTA™

e PASTA = Process for Attack Simulation and Threat
Analysis

* A seven step process that is applicable to most
application development methodologies

e Aligns business objectives with technical requirements.

* |ncludes compliance requirements, business impact
analysis

* A dynamic approach to threat management,

enumeration and scoring.
Marco Morana

http://securesoftware.blogspot.com/
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1. Define Objectives

' PASTA™ Threat Modeling
The P MethOdglOgy
\
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The Beneficiaries of PASTA™ Threat
Modeling

< Business managers can determine which business objectives have
Impact on security

< Architects understand implications of threats and attacks at the
design level and how countermeasure protect data assets

< Developers are helped to understand which components are vulnerable
and their exposure to attacks

< Testers rely on abuse cases to create positive and negative tests of the
application

< Project managers can manage security defects more efficiently by setting
the right priorities

< CISOs can make informed risk management decisions
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OWASP Threat Modeling
Methodology

e Establish a single and inclusive software-
centric approach to Threat modeling,
addressing vulnerability in client and web
application-level services over the Internet.

 Methodology- neutral risk management
* Threat Patterns Library
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Threat Modeling & Risk Religions

* Numerous risk methodologies

* |t's better to separate threat enumeration
from risk

* Any risk methodology
can be applied to
identified threats

If you take too much risk, make sure you do it on a grand scale to ensure a
government bailout.
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Application Risk Analysis:
Fundamentals

< Characterize The Risk Factors:
4 The Threats (e.g. the cause)

A Fraudster targeting on-line banking application for data theft and financial gain

4 The Vulnerability (e.g. the application weakness)

A Authentication flaws,

A Session management vulnerabilities

A Data confidentiality and integrity vulnerabilities,

A Gaps in auditing and logging fraudsters actions and security events

4 The Technical impact (e.g. breaking security controls)

A Bypassing authentication with Challenge/Questions, KBA, OTPs

A Bypassing customer validations to authorize financial transactions
A Tampering web forms for account takeover,

A Session hijacking/reuse

4 The Business Impact (e.g. financial loss, fraud, unlawful
compliance etc)

A Financial loss due to fraud with un-authorized financial transactions
A Reputation loss due to disclosure of breaches of customer data,PlII

%;Ihfrgagl_\{londgﬂlneﬂ Lawsuits from businesses victim of business account compromise, un-covered
money losses



Threat Modeling Myths

* Threat Modeling cannot work in Agile
environment.

e Time and resource intensive.
* Threat Modeling cannot scale.
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BUILD YOUR OWN SCALABLE
THREAT MODELING PRACTICE
IN 7 EASY STEPS




Step 1 - Threat Library

* Build a comprehensive threat library
— Existing threat libraries — CAPEC, WASC and OWASP
— Custom threats/ organization specific threats

* Associate risk with threats to prioritize mitigation efforts
e Other attributes that can be added

— Technical Impact
— Business Impact

%
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tLibrary.com

MYAPPSECURITY Home
[ Add Threat | | Add Mitigation |

THREATS:

Accessing Functionality Mot Properly Constrained by ACLs
Buffer Overflow via Environment Variables

Overflow Buffers

Server Side Include (SST) Injection
Session Sidejacking

Clickjackin

Cross Zone Scripting

HTTP Request Splitting

Cross Site Scripting through Log Files
Cross Site Tracing

Command Line Execution through SQL Injection

Object Relational Mapping Injection

Cause Web Server Misclassification

SOL Injection through SOAP Parameter Tampering

JSOM Hijacking (aka JavaScript Hijacking)

Erute Force

APL Abuse/Misuse

Authentication Abuse

Authentication Bypass

Data Excavation Attacks

Data Interception Attacks

Choosing a Message/Channel Identifier on a Public/Multicast Channel
Double Encoding

Locate and Exploit Test APIs
Exploitation of Authorization

Buffer Attacks

Attack through Shared Data
Resource Depletion through Flooding
Directory Indexing

Integer Attacks

Pointer Attack

Subverting Environment Variable Values
Resource Depletion through Allocation

Resource Depletion through Leak
Symlink Attacks
Try All Commaon Application Switches and Options



Step 2 — Security Standards

e |dentifying threats is one part of the problem, you need to

mitigate them too.

* |dentify mitigation steps

— Secure Coding Standards

* OWASP Secure Coding Quick Reference Guide

e OWASP Developers Guide

— Security frameworks
 OWASP ESAPI

* Microsoft Enterprise Library
* Microsoft AntiXSS Library
e Custom/Home grown

e Associate mitigation steps with threats
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Threat Mitigation Mapping

Threat Name:
SQL Injection

Threat Description:

S5QL Injection results from failure of the application to appropriately walidate input. When
specially crafted user-controlled input consisting of 3QL syntax iz used without proper validation
as part of S5QL gqueries, it is possikle to steal information from the database in ways not envisaged
during application design. Depending upon the database and the design of the application, 1t may
also be possible to leverage injection to have the database execute system-related commands of the
attacker's choice. 5QL Injection enablez an attacker to talk directly to the database, thus

bypassing the application completely
as ability to add or modify data in the database.
References:

http://projects.webappsec.org/w/page/13246963/50L%20Injection
Risk: High

Threat Category: Web

CAPECID: &6

OWASP Top 101ID: Al - Injection

WASCTCID: WASC-19

Mitigations:

Input Validation for database guerying

Use Parameterized Queries or Stored Procedures
Generic Error Pages

‘ThreatModeler




Mitigation With Code Samples

MYAPPSECURITY

Home

Mitigation Name:
Output Encoding

Mitigation Description:

"Escapi que used to ensure that characters are treated as data, not as characters
that are relevant to the interpreter's parser. There are lots of different types of escaping,
sometimes confus led output "encod ." Some of these tec ues de a special "escape"
character, and o ques have a more sophisticated tax at involwves sewveral characters.

Do not confuse output escaping with the icode character encodi
mapping a Unicode character to a sedqu
and does not defuse attacks. However,
between the server and browser, it may cause
enabling X55 attacks. This is
(char=set), such as UIF-8, for all

Escaping is the means to make sure that ted data can't be used to c
attack. There i= no harm in escaping data properl 1 2till render in the browser proper
Escaping simply lets the interpreter know that the data is not intended to be executed, and

therefore prevents attacks from worki

Escape Before Inserting Untrusted Data into HTML Element Content
Example:

ESLPI.encoder () .encodeForHTML [ request.getParameter | "input™ ) ):
AntiX55 E wvalent:
1g = Microsoft.Sec Application.BAntiXss.HomlEncode (| Request.Quer bz

Rule #2: Attribute Escape Before Inserting Untrusted Data into HTML Common Attributes

SAPT Encoder Example:
t safe = ESAPI.encoder () .encodeForHTMLAttribute | request.getParameter( "input"™ ) )7

valent:

Microsoft.Sect Application.BAntiXss.HomlAttributeEncode { Request.Quer

ule #3: JavaScript Escape Before Inserting Untrusted Data into HTML JavaScript Data Values
SAPT Encoder Example:
tri safe = ESAPI.encoder () .encodeForJavaScript | request.getParameter( "input"™ ) ):

Application.BAntiXss.JavaScriptEncode ( Request.Que

m

o

Eimede rrmee eie crrimdimm B opres e Do S Ll ikt <l T R Aot mmen




Step 3 - Intelligence

* Build a library of reusable Threat Patterns / Attack Trees of
each component.

* Centralized library

wirus infects
a file

* Write Once, Use Anywhere

* Updates get reflected  — —

automatica”y WIFLIS FUR @5 an WIFLIS FUR a5

administrator narmal user

e Acts as an abuse case for
—T% 7

v
developers and QA
Virus Wirus rum Other User downloads
exploits by an infacted and runs infected
root hole admin programs naked binary

W iy W

fdmin downloads
and runs infected
naked binary

Other infected virus infects
programs install package
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Attack Tree - Registration

Reqistration

\ ¥
Prevent Automated attacks with I Iementstmnvln i Validation Set Questions that require hard-
CAPTCHA P ginp to-guess answers forthe Secret
Question
¥
Create Rogue Accounts for

Phishing and Fraud -

Y Persistent Cross Site Scripting
SQL Injection

¥
Authentication Bypass

¥
Cross Site Request Forgery (aka
Session Riding)

Y
Reflective Crass Site Scripting
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¥
Encrypt Secret Answer inthe

database with one way salted
hash

o, 8 0
O5ensitive Data Expasure 0
0 0 0

Y
Authentication Bypass
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Attack Tree - Login

Login I
Al _ g ¥ ¥ ¥
Account Lockout has to be 3 Provide a Generic Ermor Implement a Site-Key mechanism Implement a Machine-ID Cookie Implement strong Input Validation
unsuccessful attempts Response Page inthe case of an
Error
Password Brute Forcing Spear Phishin v
Spear Phishing |Pers istent Cross Site Scn'ﬂ'
Inducing Account Locka

Authentication Bypass SOL Injectio

Y
|Cmss Site Request Forgery (aka I

Y
IReﬂecﬁve Cross Site Scn'ﬂ'
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Attack Tree — Wire Transfer

wire_transfer

¥ ¥ ’ Y
Amount should be less than the Use out of band communication Implement Capicha or a Implement Access Control to
maximum limit and greater than to prevent Man in the middle challenge question restrict access to data
0. bank account has to be greater attacks
than 0.
Y
’ y EM o an.ﬂ Att kg y 'thfb Restricted Data Exposure
Authentication Bypass Fuzzing g oninthelpire Atack g e
2sThreatModeler
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ThreatMap

Select | Comment

Component

Risk

Status

Comments [Double-click to view history)

O

Contains:

¥ Contains:

¥ Contains:

¥ Contains: W

Threat: Lifting cached, sensitive data embedded in client distributions (thick or thin)

Threat: Man in the browser

Threat: Man in the Middle Attack

Threat: Password Brute Forcing

Threat: Persistent Cross Site Scripting

Threat: Rainbow Table Password Cracking

Threat: Reflective Cross Site Scripting

Threat: Restricted Data Exposure

Threat: Reusing Session IDs (aka Session Replay)

Threat: Sensitive Data Exposure

Threat: Session Fixation

Threat: Spear Phishing

30




rite Once, Use Everywhere

Login




Step 4 - Actionable Output

e Build a comprehensive threat profile (ThreatMap) of the
system which can be either used to understand the system or
generate actionable output

— High Value Targets

— Data Flow

— Negative impact to compliance

— Security Assessment Checklist

— Abuse Cases

— Threats to individual Components
— Risk

— Attack Trees
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Step 5 —Automate, Integrate,
Collaborate

 Automate the process
* |Integrate with your existing workflow

e Get various stakeholders
to collaborate
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Integrate

E#jg
"TLLT
WAF

BuG TRACKING VA/SAST/DAST

A
VIRTUAL MITIGATION AUTOMATED
PATCHING TRACKING VALIDATION

THrReaT MODELING

USER/ACCESS RISK
MANAGEMENT MODELING

TRAIN DEVELOPERS ON MOST
COMMON VULNERABILITIES

b

%E'i‘“
{/
LDAP

—
].« —
.
e

TRAINING
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Collaboration

Architects

1 + Provide Functional Information about the Application.

Developers

¢ Implement Correct Mitigation Steps and Security Standards Using Abuse Cases.

Security Team

¢ |dentify Threats And Mitigations.
e Build Reusable Attack Trees.
* Vulnerability Management

A Senior Executives

8 * Risk Management




Step 6 — Dashboard and Reporting

 Threat Management Console
— Threat Portfolio

— Threat Management / Vulnerability Management

— Prioritize Mitigation e b e
* Risk Dashboard ‘*'*“'_'""l e 0

— Top Ten Threats

— Risk Profiling j :
— Compliance Portfolio | . i . WL

WA — A TR A b —

O . — — R —
[T s o e et N et § L
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Compliance Portfolio

PCl Compliance

Personal Banking PASS

Business Banking

Credit Card
Mortgage PASS
Online Trading PASS

Small Business Suite

Home Loans
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Threat Portfolio

100%
80%
60%
40%

20%

0%
Banking Mortgage Credit Card

® High ® Medium ™ Low

Trading



Step 7 - Operationalizing

e Build a Threat Model in hours/days depending on the size of
the application

* Updating a threat model
is @ matter of minutes

* Effective Risk Management
e Build reusable templates

e Scalable across thousands of
applications and various
development, QA and
security teams
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Threat Modeling pays for itself

* Number of Vulnerabilities = Negligible
e Competitive Advantage

¢ ROI BE“EfItS Relative cost to fix, based on time of
detection
30x%
25x
20 X}

15X

“"Code fi xes performe&ad S

can reSUIt in 30 times the cost of fixes Requirements / Coding Integration / System / Production /
. Architecture Component Acceptance Post-Release

performed during the deS|gnesu|9 argre |

(NIST) Source: Nationol institute of Standords ond Technology
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Q&A

Download the copy of this presentation from
http://www.myappsecurity.com or register your name and
email address at our table and we will email it to you.

Anurag Agarwal

‘ MyAppSecurity
http://www.myappsecurity.com

(}b' anurag@myappsecurity.com
N Phone - 201-632-3634
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